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—» Inventar =+ REPORT ERSTELLEN ~ §F ANSICHT EXPORTIEREN

vcase-watchdog
¥ Felix Bohmann

Du kannst nicht schutzen, _.
was du nicht kennst. 4 o p—

Funktion: Live-Inventarisierung der IT

ENGINSIGHT
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- —» Zusammenfassung == ZU DEN DETAILS

CRITICAL Vorhandene SMB Network Shares Authentication

Risikoanalyse + Zustandskontrolle der

bisher im Einsatz befindlichen o —
Sicherheitsmechanismen inkl. Audit-

Report auf Basis der Kritikalitat der

Empfehlung

sec u r i ty I ss u es . Die Anmeldedaten sollten zligig nach den Kriterien fir sichere Passwirter

angepasst werden.

Funktioni . ) 192.168.178.69:443 ZuM
Automatisierter Pentest, | (e
Schwachstellenscan :

rutefol ] Authentication -
CRITICAL t Authentication Schweregrad

Empfehlung
Die Anmeldedaten sollten zlgig nach den Kriterien fir sichere Passwarter
angepasst werden.

Erlaubt Lesezugriff Privileges b

ENGINSIGHT
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—> Windows VM J LOGS (& AGENT AKTUALISIEREN (!} NEUSTARTEN ' BEARBEI

Dauerhaft aktive Security-
Uberwachung der gesamten
Infrastruktur. Hardware- und Software-
Monitoring fuir MacOS, Linux- und
Windows-Clients/Server.

Festplatten (1 Partitionen)
€ (NTFS)

Funktion:
Monitoring, CVE-Management

) QUICK ALARM

ENGINSIGHT



Angriffe auf Server, Client und
Infrastruktur identifizieren und laterale
Bewegungen erkennen.

Funktion:

Intrusion Detection System, Antivir,
Datenintegritatspriifung, Web-
Application Monitoring, SIEM Event-
Streams

ENGINSIGHT

Hier klicken, um global zu suchen..

NETBIOS SMB bruteforce attempt (29.07.23, 15:29:55)
18.28 g
NETBIOS SMB bruteforce attempt (29.07.23, 15:29:54)
18.28 g
NETBIOS SMB bruteforce attempt (29.07.23, 15:29:52)
18.28 g
MNETBIOS SMB bruteforce attempt (29.07.23, 15:29:51)
18.28 g
PROTOCOL-RDP bruteforce attempt (29.07.23, 15:29:50)

109.107.166.96 '@ Molda

3 el Tirkei — 1

3 el Tirkei — 1

3 & Tirkei — 1

3 e Tiirkei — 1

u — 164.68.118.28

MNETBIOS SMB bruteforce attempt (29.07.23, 15:29:50)
18.28 g
MNETBIOS SMB bruteforce attempt (29.07.23, 15:29:49)
18.28 [gvmd
PROTOCOL-RDP bruteforce attempt (29.07.23, 15:29:48)

109.107.166.96 @1 M

3 & Tirkei — 16.

MNETBIOS SMB bruteforce attempt (29.07.23, 15:29:47)
18.28 [gvmd
NETBIOS SMB bruteforce attempt (29.07.23, 15:29:46)

3 & Tirkei — 1 1828 [gvmd

3 & Tirkei — 16.

NETBIOS SMB bruteforce attempt (29.07.23, 15:29:45)
k 1828 [gvmd

NETBIOS SMB bruteforce attempt (29.07.23, 15:29:44)
3 & Tirkei — 1 1828 [gvmd

3 & Tirkei — 1

PROTOCOL-RDP bruteforce attempt (29.07.23, 15:29:43)
109.107.1 6 W Molda

PROTOCOL-RDP bruteforce attempt (29.07.23, 15:29:42)
109.107.1 6 I Mc

NETBIOS SMB bruteforce attempt (29.07.23, 15:29
PROTOCOL-RDP bruteforce attempt (29.07.23, 15:29:40)

109.107.1 I Moldau — 164.68.118.28

)

3 & Tiirkel — 1

NETBIOS SMB bruteforce attempt (29.07.23, 15:29:39)
95 3 e Tiirkei — 1 18.28 [gvm

PROTOCOL-RDP bruteforce attempt (29.07.23, 15:29:38)

LCovmd46687

dau — 164.68.118.28 Cavmd46687

u — 164.68.118.28 [§vmd46687

dau — 164.68.118.28 [HvmMd46687

Lovmd46687

)
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- —>» Details Q ;

Profil des Angreifers Netzwerkanomalie-Verlauf Netzwerkanomalien pro Stunde

acution attempt

Auf erkannte Angriffe und Anomalien
automatisiert reagieren, um diese zu

unterbinden und den SChaden 2ZU SERVER OTHER g ¢ o e
minimieren.

Funktion: -

- Alarmierung in Kombination mit e S
automatisierbaren Aktionen auf Server

& Client

- Intrusion Prevention System zum s
aktiven Blocken von Angriffen o St

SERVER-WEBAPP SOL
Injection ALt

SERVER-WEBAPP SQL

niection Attack: £

ENGINSIGHT



/ Bearbeiten

CT DB Cluster

Systeme und Infrastruktur harten.

Funktion:
- (Auto-)Patching Erlaube Riickverbindungen

~+ VERBINDUNG HINZUFUGEN

- Konfigurationseinstellungen zur
Hartung der Systeme.

Portbereiche Protokolle

80 ALLE PROTOKOLLE
H N Erlaube Rickverbindungen
- Softwarebasierte s e vgcr

Protokolle

Mikrosegmentierung zur Umsetzung
einer Zero-Trust-Umgebung. T

Erlaube Rickverbindungen

ICMPV4 ICMPV&

ANDERUNGEN SPEICHERN ZURUCK

ENGINSIGHT
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Uber 25.000 abgesicherte
Systeme in den letzten 3
Jahren, ohne schadens-
verursachende Cybervortalle.

Gemeinsam mit unseren IT-Partnern schaffen wir
IT-Sicherheit in verschiedensten Branchen:

= Verschiedene verarbeitende Industrien
Offentlicher Sektor
Gesundheitssektor

= Kritische Infrastrukturen, z. B. Energieversorger,
offentliche Versorgungsunternenmen

Immobilien/Wohnungsbaugenossenschaffen
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\ Detect /




DMZ

Internal Asset Map

Define Network

Place Watchdog Segments Get Live Inventar




| External ] URLs /— \
[ CVE }

[ DMZ ] Network Segments [ Scheduled ] |
[ Application ]

| Internal ] IP Addresses | On Time ] | Classified |
[ Authentication ]

|
Place Hacktors Define Targets Start Pentest Get Results Audit Report [ Er;umeraﬁon ]
[ Privileges ]

I
[ Encryption ]

|
[ Privacy ]

- /
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[ windows | CVEaCWE ] [ JSON | [ security Devices |
I [ |
[ Linux ] % [ Network Anomalies ] [ XML ] [ Network Devices ]
I O | o [ yal
[ MacOS ] E} | IEDR Data | [ RFcat4 | ) 5 [ Se:\fersil@liems | ( URL | ) é [ | CVE ]
% [ F|Ie Operations ] [ RFC5424 | ] §j [ Apphcatlons ] [ IP ] % [ | DNS ]
.;% [ S}fstem Events ] [ RFC8587 : l g [ Cloud Services ] icj' § [ SSL!TLS ]
(q_'; [ Soﬂware Inventory ] [ Csv l [ |GT Devices ] g [ Attack Surface ]
[ S t e = 5 © Caorrelation and Search
\ ystem Metrics ] [ nginsight Data ] D) [ HTTF’ Headers ] Engine

Place Pulsar Agents Place Collector Relais Place Observers SIEM Data Lake

[ Use Machine Learning for Metrics ]




Use Vulnerability Management

Start Intrusion Detection System Start File Integrity Monitoring

Start Endpoint Detection and Respond

Live Monitoring of new CVEs Host based IDS Detect unauthorized changes Global Management of all Endpoint
Find most critical Assets Get live Attacks and Payloads Use managed Rules Real-Time Protection
Use live B3| Feed See Attack Stages Keep your compliance requirements E-Mail Protection
Use CVE DB and Mitigations Classification of the Attacks Create Scheduled Scans

Start Endpoint Detection and Respond

Start Web-Application Monitoring Use SIEM Event Streams

p— p— p— p—

Global Management of all Endpoint l [ Detect Web-App Changes l [ Use and Build Dashboards ]
Real-Time Protection l [ Detect Vulnerabilities l [ Own and Managed Event Streams ]
E-Mail Protection l [ Check BSI Compliance l [ QObfuscate user related Data ]

Create Scheduled Scans l [ IManage Certificates l

Managed Event Streams \
Mitre ATT&CK Windwos Events
) { Y
Linux Events MacOS Events
Security Devices MNetwork Devices




Automated Actions | . Individual Rules
Scheduled 1 | Own Use Cases ] Automatic Response
[ Predefined Scenarios ] . Executable with Alerts 1 [ IManaged Workflows ] . Host based IPS

Define Alerts Create Plugins Use SIEM Workflows Activate Enginsight Shield




On-Click Rollout

[ Automated Patching ] [ Based on Fulsar Agents ] Stigs

Patch Systems Build Microsegmentation Hardening your Systems




100% self Developed...

German based Developing Team

Cloud and on-Premises Ready.

18027001 Certified..

DMZ

Intemal

Place Watchdog

Define Network..

[ Automated Patching ]

[ Based on PulsarAgents ]

Patch Systems

Automated Actions

Build Microsegmentation

Individual Rules

Hardening your Systems

Identify

E

Respond

( Scheduled ) (

Oun Use Cases |

([ Automatic Response ]

(Predefined Scenarios | ([ Exccutable with Alerts

[ Managed Workllows ] [

Host based IPS

)

Define Alerts Create Plugins

Use SIEM Workflows

Activate Enginsight Shield

GetLive Inventar

Il ENGINSIGHT
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DMZ ] [ Network Segments ] [ Scheduled ]

Intemnal ] [ 1P Addresses ] [ On Time ] [ Classified ]

Place Hacktors Define Targets Start Pentest [ES ——— Audit Report

Encryption

Attack Surface

System Metrics

Enginsight Data HTTP Headers

Windows ] (cvercve ] ( JSON ) (security Devices ]
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Place Pulsar Agents

Use Machine Leaming for Metrics..

Use Vulnerability Management

Start Intrusion Detection System

Start File Integrity Monitoring

ptart Endpoint Detection and Respond

Start Web-Application Monitoring

Use SIEMEvent Streams

Live Monitoring of new CVEs..

Host based IDS.

[ Detect unauthorized changes... ]

Global Management of all Endpoint...

Detect Web-App Changes..

( Use and Build Dashboards )

Find most critical Assets

Get live Attacks and Payloads.

( Use managed Rules. ) Real-Time Protection

Detect Vulnerabilities.

[ Own and Managed Event Streams

Use live BSI Feed

See Attack Stages.

Check BSI Compliance.

[ Obfuscate user related Data ]

Use CVE DB and Mitigations

Classification of the Attacks...

(
(

] ( E-Mail Protection
( Create Scheduled Scans..

J
]
] [ Keep your compliance requirements.
]

J
]
]
]

Manage Certificates...

Textisnot SVG - cannot display

SIEMData Lake

Place Observers

Place Collector Relais

Managed Event Streams

[ Mitre ATT&CK J[ Windwos Events J
[ Linux Events ][ MacOS Events J

[ Security Devices J[ Network Devices }
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PENTEST
- ANTIVIRUS
- MONITORING
- CVE-MANAGEMENT
- SNMP-MONITORING
- PATCHMANAGEMENT
- MIKROSEGMENTIERUNG

- ANGRIFFSABWEHR (IPS)

- LOGMANAGEMENT (SIEM)
- WEBSEITENUBERWACHUNG
- ANOMALIEERKENNUNG (IDS)

- SOFT- & HARDWAREINVENTAR

- KONFIGUARTIONSCHECKLISTEN
- DATEI-INTEGRITATS-MONITORING (FIM) EDR | XDR | MDR | SIEM | SOC | SOAR
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